Using Documentation Agreement/Schedule A (DA/SA) with digital signature

This document explains the requirement and step of using digital signature in DA/SA.

a. After DA/SA is signed digitally by ONE colleague and customer, you can’t edit the file
again. If you want to edit it again, the digital signature of ONE colleague and
customer will be removed automatically. Then, you are required to sign again.

b. Signer is required to have digital certification installed in their PC/Notebook. You
may refer to Appendix A for details.

c. Minimal requirement for the digital signature
e Signer signature image must be provided.
e Signer name and title must be provided.
e Digital certification owner name must be same as the signer name
e Print name is optional.

Signed By ] ]

14/9/2020

Signer signature image

Signer name and title
Tony Chan } 4#~ﬂ#_ﬂ#’##.#ﬂ.——--*”’*~'##’##.#ﬂ~

Manager

_ Signed by Tony Chan _ <*‘—————_‘h_ﬁ_ﬁ_kjﬁ_h_ﬁ_ﬁ‘%‘k“

Print Name Tony

Digital certification owner name

Print Name



d. Procedure to sign the DA/SA digitally
i Fill-in required information (e.g. company name, address .. etc) into the DA/SA

ii. Review and confirm the filled Information is correct
iii. Scroll to below section

[ [

Signed By Signed By

X X

[

Print Name Tony Print Name Steve

iv. Click the “X” and select “Insert -> Signature Line -> Microsoft Office Signature

Line ...”

V. Input signer name and title. Then, click “Ok”.

Signed By Signed By

Signature Setup

X Suggested signer (for example, John Doel:
Tony Chan

Suggested signer s title (for example, Managery:

Manager

SUggested signer’s e-mall address:

[ Instructions to the signer.
- Befare signing this document, verify that the content
Print Name Tony ] you are signing i carrect. e

[ Allow the signer to add comments in the Sign dialag

Show sign date in signature line




Vi. Repeat the same steps for another signer’s

[

Signed By

X

]
[

Signed By

X

Tony Chan Steve Fong
Manager Senior Manager
Print Name Tony ] Print Name Steve

vii. The next step will sign the DA/SA digitally. Pls ensure all input info is correct.
Otherwise, you need to remove the digital signature to edit the file and signed

again.

viii. Double click “X” and select image of signer signature.

If you received below message, pls refer to appendix A. Otherwise, pls continue

Signed By Signed By

(

Print Name Tony

iX. If you have more than one digital certification, you can change it.

[

Signed By

X

X Microsoft Word

X

Mo usable signing certificates are available. Please insert your smart card, or contact your administrator to obtain a signing certificate.

[

Print Name Steve

Tony Chan
Manager
Print Name Tony |

Sign 7 %

(@ 3ee additional about what you are signing..

Before signing this document, verify that the content you are signing is correct.

Type your name belaw, or dick Select Image to select a picture to use as your
signature:

—
[

X

Tony Chan
Manager
Signed by: Tony Chan

To include information about the signer, click the details button. | pegoic

Signing as: Tany Chan Change...

Sign Cancel




If “Recoverable Signature” is shown, you can double click it and click “Click here
to trust this user’s identify”. Then, it will disappear.

[

]
[

X T

Signed By

X

Tony Chan
Manager

[

Print Name Tony |

[

Signed By

1

Steve Fong
Senior Manager

Print Name Steve

Signature Details

Recoverable signature - A trust decision has not been made for the
signer's certificate. Your help desk should know what to do.

? X

H Recoverabl

el

Signature type: XAJES-EPES
Click here to trust this user's identity

gl
Tony Chan

Manager
Signed by: Tony Ch

[

Print Name Tony

x Ty

Tony Chan
Manager
Signed by: Tony Chan

signing as: Tony Chan
See the additional See information about

signing information that  the signer,
was collected.

er

Repeat same steps for another signer.

[

Signed By

]
[

Signed By

14/9/2020

x Ty

Tony Chan
Manager
Signed by: Tony Chan

[

Print Name Tony ]

[

=

14/9/2020

Steve Fong
Senior Manager
Signed by: Steve Fong

Print Name Steve




xii.  After that, the DA/SA is signed digitally. And, if you want to edit the file again,
you can click “Edit Anyway”. However, the digital signature will be removed
automatically.

Protected - ONE BLP Documentation Agreement_2018 with Schedule A (Digital Signature) - Saved to this PC

Fle  Home Insert Design  layout  References  Maiings  feview  View  Help | Design  layout O Search
() MARKED AS FINAL An author has marked this document a final to discourage editing| | _Edit Amyway
(i) siGnaTUReS This document contains valid signatures, View Signatures,
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Signed By Signed By

X X

Tony Chan Steve Fong
Manager Senior Manager

[ [

Print Name Tony ] Print Name Steve




Appendix A

To sign the Word document with digital signature. You are required to install a digital
certificate into your PC/Notebook first.

You may use different service providers’ digital certification, e.g GlobalSign.

Other than that, you can create free-of-charge digital certificate by “Selfcert” which comes
with Microsoft office. You can search SELFCERT.EXE by File Explorer. Double click it.

' = | Manage Officel
Home Share View App Tools

! ,, Cut E . T New item =
2 U e e 7 X =P N

Wl Copy path —T__'| Easy access = 4
Pin to Quick Copy Paste Move Copy Delete Rename Mew Pro
access 7| Paste shortcut tor to- < folder
Clipboard Crganise MNew

T » This PC » Windows (C:) » Program Files (x86) » Microsoft Office » root » Officeld

-~

Name Date modified Type Size
[ sD¥Helper.exe Application 112 KB
| | sdxhelper.exe.manifest MAMIFEST File 2KB
[ sD¥HelperBgt.exe Application 38KB
SELFCERT.EXE Application 1,409 KB
|#] SENDTO.DLL Application exten... T7T KB
|#] SEQCHK10.0LL Application exten... 92 KB
b, SETLANG.EXE 24/11/2019 13:37 Application 70 KB
Input the name of signer and click “Ok”.
Create Digital Certificate *

This program creates a selff-signed digital certfficate that bears the name you type
below. This type of certificate does not verify your identity.

Since a self-signed digital certificate might be a forgery, users will receive a security
waming when they open a file that contains a macro project with a seff-signed
signature.

Office will only allow you to trust a seff-signed certficate on the machine on which it
was created.

A self-signed cerificate is only for personal use. i you need an authenticated code
signing certificate for signing commercial or broadly distributed macros, you will
need to contact a certification authority.

Click here for a list of commercial certificate authorities

Your certificate’s name:

oK | Cancel

Then, the digital certificate is created.


https://www.globalsign.com/en

FAQ

Q: If only amending Schedule A, do | need to sign the Documentation Agreement or
Schedule A digitally again ?

A. It depends on different scenarios.

Scenario 1. If there are only changes in access in View Privileges, Print Privileges and/or
additional Authorized Parties, SA should only be provided if DA were previously submitted.
And, signature or digital signature is not required for SA.

Scenario 2. If there are changes in the Company name and/or Address in SA which is
different from previous DA, both updated DA and SA should be provided. Then, you need to
sign the DA/SA again manually or digitally.



